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DSS02.04 EIE = s L EEILR REil
DSS03.02 AEFNiSERIa)fE. AP012.06 REEHEXHRARRE | EfERRE DSS02.07
B BAIR AR E AEB;
DSS03.05
DSS03.03 id F & HIEiR. AP012.06 KEHEXHRARRE | XS AEREINA | BAI06.01
RRFER
DSS02.05 ENRRAE DENEIRIDF DSS02.05
DSS03.04 fiF R F X F E) §E . DSS02.05 EMBRAE P 51IR 088 AP008.04;
DSS02.05
DSS02.06 B XARIREEKR 2 XAREEIEFE DSS02.06
FEAL
DSS03.05 M {TEZN O I EE. AP012.06 RXEHEXHRARRE | BEEITHFLERMRR | BAI06.01
HE
DSS02.02  SHEWARSIE K | mEAREERE DSS02.07;
ITTHERHBETHR MEA04.07
SR
CEMMRFE
DSS03.04 o) AR A SR (A
HXIER (bR, ESR. SHEER) #HsE

TR AEXIES

D.AAfF: AR, HEEFIREIERE

1.3 HxEm (FE. ER. SHEER) HHSE

NARFEZ Skills Framework for the Information Age, £ 6 iz, 2015 £F ASUP

W 2% Skills Framework for the Information Age, £ 6§, 2015 £F NTAS

o] EETE e-Competence Framework (e-CF)—A common European Framework for C. Run—C.4. Problem
ICT Professionals in all industry sectors—Part 1: Framework, 2016 £ Management

o] B T Skills Framework for the Information Age, £ 6 ix, 2015 £ PBMG

E. BfF: BRHMERF

R SRy B B AN E 23
BT R

HXBIR g i-pey tHxEE HHsE
o] SRR B SR IERERFRMAER, UBR | IMLEIMR, 2011 £ Service Operation, 3. Service

operation principles
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TE X5 FIF s X 75 B ARE — B S SRR AT pil7e

MR R 5538 b. 5. EXEEELEBRITEERNXRFImBXFHET L
aal BEIR A
1L HENEWIZEEZXETERN. RSAFEEENE. GRXSHADMIM LS RERRSE. 2

2. HEE X ME EEL BRI BN XA mAX T REABFRE.

3. EXFIEFRRER S MR RBIK BARFTEE

4. FTE W ER S S5 AZFIAE K 18T AR %o

HXiEm (. ER. SHANEXR)

#HSE

HITRUST CSF, 89K, 20179 8

12.01 Information Security Aspects of Business Continuity Management

ISF, The Standard of Good Practice for Information Security 2016

BC1.1 Business Continuity Strategy; BC1.2 Business Continuity Programme

ISO/IEC 27002:2013/Cor.2:2015(E)

17. Information security aspects of business continuity management

= EE R E SERT 5 BT 31 H B4 800-53,
EITH 5 (Ef8) , 20178 B

DSS04.02 43Pl FIxkEEET .
EEWSRERE DK, FEFEERAKE BT TRAES,
MR EE X RS b T RSB P ETR  RES . R
WS FNE A RIRE o

3.6 Contingency planning (CP-1)

a. EXEH I HET S S EYE E
b. &5 EEMaH (RS R S TR KRNI K
PR X A= £ RIF ) MXBFmAEXTRIETEL

BB B AT BE M B E 7= A RIS o

) BEIR A
1. BHEABE S BEXBIN R MNE AR, 2
2. FR R M S5 SR 3 A LA VA m e 5K 582 Ml 55 T BE B K BRI A % Fp I 45 ot K SR R 4 5K 05 72 AR RO B2 o

3. BT AT Al 55 AR BT K FAR] A« 52 Y B K AR T 8] SRR RE Wk 8 Ml SSIRAR AR 5 1 1T BT B RO SR AR (8] o

4 HEHRSHBIESET N FHXRRENEE.

5. 1M H I AT RE S & e Sk M SR BN RT RE M BREARRLIE3E, BTIR S TFG AR S RE I RFER R &L 2 3

6. ST ATEL MR A E AT BERIA B Ml SRR AR T R

7. B & B MR R 5 R B IR TR SR AN A A 4R H AREE M2 Lo

8. REHITEIRE X BT AR 77 SR AIHE A

tHXiEE (FfE. ER. SHARER)

#HSE

ISF, The Standard of Good Practice for Information Security 2016

BC1.3 Resilient Technical Environments

ITIL 2 3 R, 2011 4

Service Design, 4.6 IT Continuity Management

SE [ [E SR AR 5 BOR T 5T P 51 AR 9D 800-53,
EIThR 5 (E78) , 201748 A

3.6 Contingency planning (CP-2)
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DSS04.03 I TE 3 32 HE Ml 35 2 L 14 Jor 3 5 Bt a RFIT R ZH R B S RENHE
AR A5 B ) T2 M S5 E 4R 1 i %1 (BCP) AN MEWRE it % (DRP). [b. & 51HI%E BCP 1 DRP HX Bzt X A HIE 7L
LERMAELENRER, Bl ELRESUMNEBHETRXR

B
1) REILE A
1. E X FER LTI R R B SR AT S AAE . ENXBXWABMEASR, SEERAKERNRE. 2

2. R KRR AN FSNE SRS T ARAESE T . RIBFERNEHEITIER.
3 ENFEIUFRERENZMHMRERRF. BREFEELIEENEHMMY, NEPFERTEL.

4. HIE F 4P IZ4ERY BCP #1 DRP, HAE & AT X B F RN FLESEMN/ R IR REZ M AEENE
FF, BiEsMERSRMARE T RIFEE.

5. EM BRI FHFESUMRERFIFENAR, BEAR. X ITEMIZH.
6. EXFIEFKIFITRMBENEEENER, BT KEXEURBIEXH. EEREMFHEFEET K.
1. HES SPITIHIFEF A R R ZHREE.

8. BRI H S R e R LG IRIGH AR X5 o BRIEFTE RYEFS= P AR LA 0] 1+ RIFASTAY o 3
HxiEdE (W, EX. SHEER) HHSE

ISF, The Standard of Good Practice for Information Security 2016 BC1.4 Crisis Management; BC2.1 Business Continuity Planning
EEERFESEARFTETH H kR4 800-53, 3.6 Contingency planning (CP-6, CP-9, CP-10)

&iThR 5 (E18) , 201748 A

DSS04.04 H&k. MiXFIBEE Ak SIS (BCP) FITRHEMILL | a. WX HIIRE
it%l (DRP). b. BLHRE BirHR AKX M E
EHMLES Y, MRETUES REITIHRIRS . fPlSRE
BEN, MURIMEFBIFMRT RO K.

1) BENIRRI
LENHEYS . HAR. iR, 8. BFMZERFHEMBEEMNL B4R, IIE BCP 1 DRP EEIE W & 2

R E R SR "
2. EXHMEEYIKAMTRR A X T REHRIDELERREF, SEAEMIMIRURE L SREPE R/ NMLBIEE =

REZHE. -
3. HRPUTEL M RIR SR B0 F R W
4. RABE N R HER A2 7 B 3 'ﬂ
5. FRBREFICHRMSTIAEE MR- 4 3
6. HRE B & 45 R4 H ot H ANESE T R I 5
HxiEm (W, EEX. SHEER) HHsE
CMMI Cybermaturity Platform, 2018 &£ PP.RS Develop and Maintain Response Plans; PP.RP Develop and

Maintain Recovery Plans

ISF, The Standard of Good Practice for Information Security 2016 BC2.3 Business Continuity Testing
The CIS Critical Security Controls for Effective Cyber Defense, CSC 20: Penetration Tests and Red Team Exercises

% 6.1 /%, 201648 B
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)| RE IR H
1 IRIEETERETERIZ UK ST S EEFREE B iR, EHSEEES ST SESEREN. 3

2. EEREELMITR, UEEFHRNEATENEWAHARA., WERRE. SMERHE. BA. BiRE. BERS
R R SR

3. EEREBFTEEITUSHTME (REBURTEEMMR) -

4RHEER. TR, BF. EMRENRABHMRTAENEEZN. B3 IT TEEERBESMAEX LR
W, URGSEERMMEFNIT.

tHXiEE (FfE. ER. SARER) FHSE
AEELERAEXIES

DSS04.06 FF R ZEFEE it RIIEI. a. BEZHINMSMBFmEBX TR F L
EEAARSMNBEXRT, REXTHETERTHEF AR | b BEEHEREMENNRIMTEXTHE L
A BFERSRAE BEEIIRAZ.

B BETIR R
1. #/~ BCP #1 DRP B3R K123l 2
2. EXFEFEEPITES ST 2T . XEEEM . BB MERImMEE A R )IZE R R FR 3

BT RIFES E B B SRR AR o

3 RIESKE IR FEREE S, BESMEREINIL.
4. BT RATNILE RIS IERBEFIRE ST 4
tHXiEE (FfE. ER. SARER) HHSE

EEERTES AT BT 515 A4 800-53, £1THR 5 (Z | 3.6 Contingency planning (CP-4)
&), 201748 A8

DSS04.07 I & {7 T HE. a REXRFRENENNMTNE I

AR 35 X815 R RIAT A b. ANEMRE & AN BRI R RERNE L

)| BE R A
LRBEEFENERRENRS. LAREF. 8RN, ZE&HHE (B8R, 88, 8X%) . #HEX 2
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(BN AFEH &M HEEEEHF AT KRB DVD-ROM) . FHER (fINEEEHSEEEH) UERE
MARER. FIMNENERENELEN . HIRER (FIIEF. XF) . CIEAS. REXAFPHNEETEH
& (BIINRFRE) « BEENYEMEZECE. REMMTERE, URNE.

2. EXHENSFEROIFHFMEENENHEIRER. ZREFNBIRATFERAITE S,
3. BRI AN E S A& RO IR -

4 HRBEE=ZFHEIPSOEN RS NAERF. HEIXHEHIEH&#NHEMAXNRIP. BRERE=ZT
RiE#&H. BREERFRRH .
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CMMI Cybermaturity Platform, 2018 ££ IPBP Apply Backup Processes

HITRUSTCSF, 9k, 2017 %9 A 09.05 Information Back-Up

ISF, The Standard of Good Practice for Information Security 2016 SY2.3 Backup

ISO/IEC 27002:2013/Cor.2:2015(E) 12.3 Backup
EEERFESEARFFTETHSH M4 800-53, 3.6 Contingency planning (CP-3)

BT 5 (E48) , 201748 B

The CIS Critical Security Controls for Effective Cyber Defense, CSC 10: Data Recovery Capability
6.1 0%, 201648 B

DSS04.08 AR IEEFHE. a. FEM R FE IR R R D AR 5L
TR IR E HHEE S RBFRS Z /5, TS ELE MR | b EFIM R FEF B ERRARN BN RS
(BCP) #AzR #EMig izt %) (DRP) RIFE 31

bt | BENIE R
1. 44 %+ 2 B 32 BCP #0 DRP BB 1E 1B - 4

2LHETRINERNE. ELEMAE T, AEMEE. . ERERERN. HAEMIZENRARLEHF
HEXEK.

3GABITRIFRE NS R RNRF AR H AR W . REEEEMITEENHE, FBEI I EEFRHREZNT 5
gEO
tHxiEm (FRfE. ER. SHEEKR) HHSE

AEELBRBEXIER
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DSS04.02 4 3A i W BE H o RIA[R rR| |Rr|] [r] |RrR[R g
DSS04.03 %I & 5 M 55-3% £ 1 Ry X 4E e o R|R R R R|A
DSS04.04 &% MK A0EE &l SZE LT %I (BCP) F07R AT K711 %1 (DRP). R(R R R A
DSS04.05 BHE . #EIPFARHEEL MIT R A[R[R|R|R R R
DSS04.06 FF B iELE 11T RIEE I o R|[R R R[R RIA
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ESUEE Skills Framework for the Information Age, % 6 ki, 2015 4 COPL
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RIBZEERRIPEVER, BEERENEAFESWIZEZHKE. BEXNEFEELZEABRADENR. ITZEKE.
BHy
BEAEERRIZEERRERBIEIT I EEINEXBIRNE.
EHHEZH—ZIEERL A B F—2iE B R
&l B 5 ..—ﬁﬁﬁﬁ
*EG02 RYEIRAYIZ X <AG02 ZYEIRRY IRT HHK RIS
<EG06 MV BRSES AR Atk *AGO7 5. S5 ITHEMEHEANAEFNZE, UK
BRAMRE
& B #rH9t6 45wl — B B frey s 4Rl
EGO2 a. X IEfdiMEERIx A & BFRfREHE At AG02  a. RBEHE B E MR
b REEJHAREAHNERENH = ELETNHENW b. A I&RT HH & XUBE 94 M KBS 1T B B 47k
tb= c. RGP ARIAZA 1T X ERERHEHE
c. RUBEHE B E s R
EG06 a SEEAEMMEFPREISRIEREHZE AGO7 a. EFIMEHEL. WEHMSAXREEZRIREZN
b. EH A 5 A A EHMHE
c. BT RISNAR 55 AR T T 35 SR B Ml 55 Ab B8 /N B 8 b. EHMEH%L. WEHEBAXEEZHRIA Al
d. 5AGEIRSE T A B 8 XMRIFE L EmHE
c EEEHL. VERHBAXREEZRTENE
BN E

A Bt R

DSS05.01 FiE BB FEE. a. ST B AT BT R B

TEEAN W ARSSHEMAEPTR. RNFEERE (FHREFH | b ABILEERABTENK (FlINEHEE FHHIK) R
RENTMBRZEHEE) RERIPEERFIEARLZEZERYE | ITHESI

(GlamEhRHB M. BENL. HBE. TR, BEIRKGE. BIRED

%) &%,

1) BEIE A
| EALERE L REFMEEERGIETR, REFEZEENTERGELXYE (Ba5FEE) - 2

2 FBANWHRE, GIMEFEEFMTE, UBERZBERIER (FIEREGE. WEHNSBFIBHE) -

3. LM E R R IR R G SSHERG A2 F APEER SR . E HIZE O K T AR A SR 7R AR ER F B R AN BB P 1T 3

RRBEEERGHE. BFEARFRAERETFARBENSINR, MAZEEXDIIRE, hAERHE
HZHARERER T

4 EREFEEMITEEERETFNEAERIFRYGE RAFT ) -

5. EHHEMITAXTHNEBEERBHNES (HINHERNF~RMRSHNREASE) . 4
HxiEmE (. EEX. SHEER) HHsE

CMMI Cybermaturity Platform, 2018 £&£ DP.DC Detect Malicious Code; RI.VT Vulnerability and Threat Identification
HITRUSTCSF, % 9k, 2017£9 B 09.04 Protection Against Malicious & Mobile Code

SF, The Standard of Good Practice for Information Security 2016 TS1 Security Solutions

S0/IEC 27002:2013/Cor.2:2015(E) 12.2 Protection against malware

The CIS Critical Security Controls for Effective Cyber Defense, | CSC 4: Continuous Vulnerability Assessment and Remediation;
#6.1/1, 201648 B CSC 8: Malware Defenses
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8. EHAFF RS M A B TE A& RF R TE 7 1o 4

9. EHMFREZREMXURERFZRIPFI TS M

HxERE (. EEX. SHEER) HHsE

CMMI Cybermaturity Platform, 2018 £&£ AC.MI Manage Network Integrity & Segregation; CM.MN Monitor
Networks; AC.CP Manage Communication Protections

HITRUST CSF, S 9hR, 201749 B 01.04 Network Access Control

ISF, The Standard of Good Practice for Information Security 2016 PA2.3 Mobile Device Connectivity; NC1.1 Network Device Configuration

ISO/IEC 27002:2013/Cor.2:2015(E) 13.1 Network security management

% B E KRS H AR BT 471 H A4 800-53, 3.20 System and information integrity (SI-8)

EIThR 5 (E78) , 201748 B

The CIS Critical Security Controls for Effective Cyber Defense, CSC 9: Limitation and Control of Network Ports, Protocols, and Services;

6.1k, 20168 A CSC 11: Secure Configurations for Network Devices such as Firewalls,
Routers, and Switches
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WR&IE (I, EiLAmER. AR, REBUREMBEIF | b ENE LR ERLAFPREPRNE HRZBZHZENHE

MEZERRM) ZRIPOBEFTHE T AMLE. FHEE | o #ZFXLRREEANTIBIKA TN

BHEEMENHNREEK.

) RE IR A
1L URENAXEERERS. 2
2. LR # HELH o

3. BRI FMES] (FIMBIRE. ERDHA) -

4 PNEEMHXEEMKZEE.

5. TEL& 1R & SEHE M 4% 81T iR .

6. RIFRFRITTE M

7. AR E IR MR RIP

8. REMMELIHKIRE .

9. BT EE FHBHFN Web BT R EIEERE MG, Hlm, FRIEFRLEMEFE AEREFI AT EEHNTIIEE.
10. iR4B 1B B D X HEFHHITINE 3

S
i
=
2
£k
i
&
o
=
Hx
€

258



F£4E
COBIT igiBfIER B 5 — ¥4liamE

A Bt R (4)

HxiEd (. EEX. SHEER) HHsE
CMMI Cybermaturity Platform, 2018 ££ IPMM Apply Mobile Device Management; TPMP Apply Media

Protection; DP.DP Detect Mobile Code and Browser Protection

ISF, The Standard of Good Practice for Information Security 2016 PM1.3 Remote Working; PA2.1 Mobile Device Configuration;
PA2.4 Employee-owned Devices; PA2.5 Portable Storage Devices;
NC1.6 Remote Maintenance

EEERFES AT ETH H M4 800-53, 3.4 Assessment, authorization and monitoring (CA-8, CA-9);
BT 5 (Ef5) , 2017 £ 8 B 3.19 System and communications protection (SC-10)

The CIS Critical Security Controls for Effective Cyber Defense, CSC 3: Secure Configurations for Hardware and Software on Mobile
$F 6.1k, 20164£8 B Devices, Laptops, Workstations, and Servers; CSC 7: Email and Web

Browser Protections

DSS05.04 EIB A P & {3 FiZigiHa. a. WP T E5EH 2 B RFHETE
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o CIS® HECM %4>, The CIS Critical Security Controls for Effective Cyber Defense, 5 6.1 i, 2016 4 8 H
® CMMI® Cybermaturity Platform, 2018 4F

° CMMI”® %8s & B A (DMM)™ BB, 2014 4F

o KRR Z 514 (COSO) Ml XU H (ERM) HEZL, 2017 4F 6 H

o BRIMFRHEALZE 1% (CEN), e-Competence Framework (e-CF) - A common European Framework for
ICT Professionals in all industry sectors - Part 1: Framework, EN 16234-1:2016
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* HITRUST® il % & HEHL, 5 9 WL, 201749 A
o (5 B %2115 (ISF), The Standard of Good Practice for Information Security 2016
o [EPrtr e H LYV ERRH TR ARZ 525 (ISO/IEC) Frifk
= [SO/IEC 20000-1:2011(E)
® ISO/IEC 27001:2013/Cor.2:2015(E)
® [SO/IEC 27002:2013/Cor.2:2015(E)
= [SO/IEC 27004:2016(E)
® ISO/IEC 27005:2011(E)
= ISO/IEC 38500:2015(E)
= [SO/IEC 38502:2017(E)
o {5 BB ARERN M (TIL®), 26 3 i, 2011 4F
o NFHFH THIM2E4® (IIA®), “Core Principles for the Professional Practice of Internal Auditing”
* King IV Report on Corporate Governance™, 2016 4
o & [ [ Z AR ES BB T (NIST) i
= Framework for Improving Critical Infrastructure Cybersecurity, 55 1.1 iz, 2018 4F 4 H
= KR A 800-37, ITHR 2 (KifR) , 2018 4F 5 A
= e A 800-53, ITHR 5 (RAR) , 2017 4F 8 A
* A Guide to the Project Management Body of Knowledge: PMBOK® Guide, % 6 i1, 2017 4F
® PROSCI® 3-Phase Change Management Process
e Scaled Agile Framework for Lean Enterprises (SAFe®)
e Skills Framework for the Information Age (SFIA®), % 6 hfit, 2015 4
® The Open Group IT4IT® Reference Architecture, 55 2.0 hit
® The Open Group Standard TOGAF®, % 9.2 fit, 2018 4F
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